National Child Welfare Resource Center for Organizational Improvement (NRCOI)

Responses to a Request for Information on Website Security for Training Materials

August 19, 2009

Request: 

Oscar Morgan, morgano@dhw.idaho.govThis e-mail address is being protected from spambots. You need JavaScript enabled to view it [image: image1.png]


, writes: We are planning to place our Academy curriculum online so that department supervisors and others can view the information their staff are being trained.  There is some concern that with our website (the Idaho Child Welfare Partnership or www.icwrtc.org) is accessible by everyone!  We are concerned if someone takes material we have paid for, copyrighted materials, legal issues, etc. I believe we can get a special login code to our external website so that 'others' would not have access.  I am sure other states have dealt with this issue.  Any ideas or suggestions would be appreciated! Thanks!  
Responses:

1. From: Melody Roe, NRCOI mroe@usm.maine.edu This e-mail address is being protected from spambots. You need JavaScript enabled to view it [image: image2.png]



You might want to talk to Pam Menendez.  She is the Knowledge Management Administrator for Florida’s Center for the Advancement of Child Welfare Practice (http://centerforchildwelfare.fmhi.usf.edu/Pages/Default.aspx).  The Center “was established to provide needed information and support to Florida’s professional child welfare stakeholders. Funding is provided through a contract with the Department of Children and Families. The Center’s mission is to support and facilitate the identification, expansion, and transfer of expert knowledge and best practices in child welfare case practice, direct services, management, finances, policy, and organizational development to child welfare and child protection stakeholders throughout Florida. Operating within the University of South Florida’s College of Behavioral and Community Sciences, Louis de la Parte Florida Mental Health Institute (FMHI), the Center serves Child Protective Investigation professionals of DCF and various Sheriff’s Offices, Child Welfare Legal Services provided by DCF and the Attorney General or State’s Attorney Offices, and Community–Based Care Lead Agencies.”  The website has training information that anyone can access as well as a section that is accessible only with a login name/password.   
Pam can be reached by email at centersupport@fmhi.usf.eduThis e-mail address is being protected from spambots. You need JavaScript enabled to view it [image: image3.png]


. 

 

2. From: Kyle Hoffmn, khoffman@ihs-trainet.comThis e-mail address is being protected from spambots. You need JavaScript enabled to view it [image: image4.png]


, Ohio Institute for Human Services 

Contact Kyle directly for more information regarding: trainers and regional training center staff and county staff and others having access to materials. khoffman@ihs-trainet.com This e-mail address is being protected from spambots. You need JavaScript enabled to view it [image: image5.png]


  614/251-6000 ext. 2212

 

3. From: Linda Kean, keancom@comcast.netThis e-mail address is being protected from spambots. You need JavaScript enabled to view it [image: image6.png]


, The Kean Company LLC

I know in Colorado, everyone has to create an account to be able to enter into parts of the website - to sign up for classes, etc.  This would work for supervisors needing to look at the curriculum.    In our program, you create your own account, but in your case, it could be handled through a central location who could verify the person's status.  Art Atwell, Staff Development Director, can help you with any details:  art.atwell@state.co.us This e-mail address is being protected from spambots. You need JavaScript enabled to view it [image: image7.png]


.

 

4. From: Barry Johnson, barrettj@berkeley.eduThis e-mail address is being protected from spambots. You need JavaScript enabled to view it [image: image8.png]


, CalSWEC 

At CalSWEC, we have taken the position that our training curricula was developed via public dollars and is therefore available to the public for free on our website.  We allow people to access and use it as they see fit.  We do, however, post a notice about usage and citation: http://calswec.berkeley.edu/CalSWEC/CCCCA_About_Core.html
There are some curricula/portions of curricula that we do not post online, because it may pose a risk to the public or the program.  For example, the Structured Decision-Making curriculum that we are about to finalize will not be online to preserve model fidelity. We don’t want to give the impression that by reading the curriculum or by training your staff using it you are ready to utilize the SDM Assessment tools.  General content on assessment, however, is online.  Also, all evaluation responses are posted on a secure website to assure that the answers to the test items are secure – this preserves the integrity of our evaluation efforts.


I realize that many systems like to maintain more control over their curriculum, so this is a somewhat radical approach.  I do think that our curriculum benefits the larger community this way, however – and I think it promotes transparency and accountability. Also, you need to be clear on who owns the curriculum from the get-go.  If we contract with a curriculum developer to develop curriculum, we own it and control its distribution.  (For some specialized topics, however, you cannot help but contract with proprietary curriculum developers, and those are obviously not posted without permission.

 

5.  From: Matthew E. Kerr, mak38@pitt.eduThis e-mail address is being protected from spambots. You need JavaScript enabled to view it [image: image9.png]


, University of Pittsburgh, School of Social Work 

In response to your question regarding website security, probably the best thing to do would be to store the information on a secure server (ie; a server in a secure firewalled zone and or encrypted), then post the information behind a login page, thus eliminating any chance of a user just browsing the web and running into your materials. Most of the things we have on our website are open domain, so anyone can access them. But for certain projects and things that we don’t want published for anyone to see, we just build a login page and place the items in the secure zone. Hope this helps. If you have any specific questions, don’t hesitate to e-mail of call me.

 

6. From: Katy Larsen, katylarsen@utah.govThis e-mail address is being protected from spambots. You need JavaScript enabled to view it [image: image10.png]


, Utah

Utah is nearly ready to launch an "intra-web" training web site which will give us the protections Oscar mentioned.  I am definitely not a techno person, but will cc: the "web master" for our dept.  Rich could probably answer any technical questions.  Rich can also be reached through 801 538- 4001.

 

7. From: MB Lippold, MaryBeth.Lippold@dcs.IN.govThis e-mail address is being protected from spambots. You need JavaScript enabled to view it [image: image11.png]


, Indiana 

Indiana has not posted any materials online that need to be protected so we don't have any experience with this.  Sorry. 

